Tennnua couymanbHbIX TEXHONOM NI

Eraser — HapeXHoe ypaneHue hpaunos

AHacTacusa PoikoBa
https://te-st.org/2025/04/02/eraser/
CtaTbs onybnmkoBaHa 02 anpens 2025

/3BecTHbIN cnocob HafeXXHo yaanuTb AaHHble, He Npuberas K pagukanibHbIM cnocobam Bpoae
pa3pyLleHns Nan NosHOro (hOpPMaTUPOBAHMA HOCUTENS — 3aTepeTb aisibl CTyYanHbIMn butamu.
OpfHa 13 caMbiX N3BECTHbIX MPOrpaMm ans 3Ton uenn — Eraser. NMporpamma 6ecnnaTHas, C
OTKPbITBIM KOAOM, HO TOJIbKO Anst Windows 1 He nepeBefeHa Ha PYCCKUN A3bIK, YTO HECKOJIbKO
CHWXXAET ee NMpuBJeKaTeNbHOCTb. 3aTO NPOCTas.

ObpaTnTe BHMMaHME, 4TO yaaneHne oTAENbHbIX (halnioB NyTEM Nepe3annCbiBaHNA akTyalbHO A8
KJlaCCMYeCKMX HaKonuTeen C BpallanwWwmMmnca UCckaMm, Ho He TBepAoTeNbHbIX HakonuTenen (SSD).
Ecnn xoTnTe y3HaTb 60/bLUE 0 HAAEXHOM yAaNeHUN OaHHbIX, YATAUTE Hally CTaTbio.

YcTtaHoBKa Eraser

1. CkavainTe nocneaHioto Bepcuto Eraser ¢ omLManbHOro canTa Nporpammsi.

2. 3anycTuTe NporpamMMy-yCTaHOBLUMK. Hac NpuBETCTBYET MacTep ycTaHoBKM Eraser.


https://te-st.org/2025/04/02/eraser/
https://te-st.org/2025/04/02/eraser/
https://te-st.org/2020/08/04/erasedata/
https://eraser.heidi.ie/download/

A Fraser 6.2.0.2994 Setup — X

Welcome to the Eraser 6.2.0.2994 Setup
Wizard

The Setup Wizard will install Eraser 6.2.0.2994 on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

Back MNext Cancel

Haxxmute KHoOMKy «Next».

3. JInueH3noHHoe cornalleHume.

A Fraser 6.2.0.2994 Setup — X

End-User License Agreement

Please read the following license agreement carefully

GNU GENERAL PUBLIC LICENSE I
Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distrbute verbatim copies of this license
document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for software and

RS IS) I [P SO | ) [

[ ]1 accept the terms in the License Agreement

Print Back MNext Cancel



Hy>XHO nocTaBuTb ranoyky B nose «l accept the terms in the License Agreement» 1 HaXaTb KHOMKY
«Next».

4. Boibop Tna yctaHoBKM Eraser.

N Eraser 6.2.0.2994 Setup -

Choose Setup Type

Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where they
will be installed. Recommended for advanced users.

Complete

All program features will be installed. Requires the most disk space.

Back MNext Cancel

34ecb TpU BapmaHTa: 00bl4YHbIN (CaMble pacnpoCTPaHEHHbIE MapaMeTpbl yCTaHOBKM), rTMBKKi (Bbl
MOXKeTe BblbMpaTb NapaMeTpbl) U NOHLIA (YyCTaHaBAMBaET BCE BO3MOXKHbIE KOMMOHEHTbI). MOXHO
BblIbpaTb NepBbI BapunaHT «Typical» n CHoBa Ha)kaTb KHOMKY «Nexts.

5. Bce roToBo 419 YCTAHOBKW NPOrpammsi.



994 Setup — X

W Eraser 6.2.0.2

Ready to install Eraser 6.2.0.2994

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back Install Cancel

HaxxmuTe KHorky «Install».

6. YcTaHoBKa Eraser 3aBepLueHa.

A Fraser 6.2.0.2994 Setup — X

Completed the Eraser 6.2.0.2994 Setup
Wizard

Click the Finish button to exit the Setup Wizard.

[:] Run Eraser

Back Cancel



OcTanocb HaxaTb KHOMKY «Finish».

YpaneHue otaenbHbiX (hannos

PaboTa Eraser ocHOBaHa Ha NOHATUN «3afayn» (task). Bcsikoe fencTeme pacCMaTpUBAETCA Kak
3aflaya, 419 KOTOPOM MOXXHO 3aAaTb, HaNnpuUMep, NEPUOANYHOCTb. HayHeM C yaaneHus oTaesbHbIX
thannos.

1. OTkpownTe «MpoBoAHNK» Windows v LWeNKHMUTE No Hy>XXHOMY (haiisly MpaBoON KHOMKOMW MbILLN.
MosABUTCA KOHTEKCTHOE MEHIO.

MNepeaaTs Ha YCTPOWCTED »
‘ lNpoeepka ¢ Mcnons3oeaHvem Microsoft Defender...

@ FEraser > Erase

OTKPBITE C NOMOLLBHD ?
Secure Move

MNpeaccTaenTb AOCTYN K ?

Buibepute «Erase». (BTopoi BapmnaHT «Secure Move» (hakTu4Yeckn npeacTtaBnseT cobon HaaexHoe
yhaneHue panna ¢ ero KonMpoBaHMeM B Apyroe MecTo).

2. [porpammMe HY>XHO NOATBEPAUTL YOaJIeHNE:

Are you sure you wish to erase the selected items?

| Options... | Yes Mo

3. Bbl MOXXeTe n3MeHnTb cnocob yaaneHus. (Kakon cnocob ykasaH no yMOa4aHUio, MOXXHO YBUAETh B
HacTponkax). Haxxmute KHonky «Options». MNosBuTcA okHO «Task Properties» (HaCTponKK 3agaydn).



Task Properties X

Task Schedule

Task name (optional):

Task Type: () Run manually
© Run immediately
() Run on restart
(_) Recurring

Data to erase:

Data Set Erasure Method
C:\Users\dedmoroz..\lNpoexr_2025 (default)

Add Data

0K Cancel

Mo yMon4yaHUo A9 pa3oBoOro yaaneHus «3aech u cenvac» BolbpaHo «Run immediately» (3anyctuTb
HeMeZnNeHHO). Ecnu aBakabl WeSIKHYTb N0 Ha3BaHWIO anna/nanku, 0TKPoeTCs eLle 04HO OKOLIKO C
Ha3BaHMeM «Select Data to Erase». BoT TyT-To B none «Erasure method» Mo>xXHO BbibpaTb MHOMN
BapuaHT yaaneHus. MogpobHee 0 HACTPOMKAX CM. HUXe.



Select Data to Erase X

Target type: File
Erasure method: (default) v
_ (default)
Settings Gutmann (35 passes)

US DoD 5220.22-M (8-306./E, C&E
‘\Users\dedmoroz\RCMP TSSIT OPS-II (7 passes)
Schneier 7 pass (7 passes)

German VSITR (7 passes)

US DoD 5220.22-M (8-306./E) (3 pas
British HMG IS5 (Enhanced) (3 pass
US Air Force 5020 (3 passes)

US Army AR380-19 (3 passes)
Russzian GOST P50739-95 (2 passes)

British HMG IS5 (Baseline) (1 pass)
Ik Pseudorandom Data (1 pass)
First/last 16KB Erasure

[ OK Cancel

4. HaxxmuTe «Yes», 1 Baw 06bekT (ann (nnm nanka) byaet yaaneH 6e3 BO3MOXKHOCTK
BOCCTaHOBJIEHMS.

OyucTka cBo6OAHOro NPOCTPAHCTBa Ha AUCKe

MporpaMmbl A5 HAAEXHOr0 yAaseHNs AaHHbIX [OBOJIbHO YaCTO BKOYAOT (hYHKLIMOHAN OYNCTKN
cB060AHOIr0 MPOCTPAHCTBA Ha AMCKe. Mok cBO6OAHBIM MPOCTPAHCTBOM 34eCh MMEETCS B BULY BCe
AVCKOBOE MPOCTPAHCTBO, He 3aHAToe (paitnamu. HbIMK ClloBaMu, MECTO, KyAa HUKOra He
3annCbIBaNNCh AaHHbIE, @ TaKXe Ky[a OHW 3annCblBannCh, HO 6blIM yaaneHsbl 06bI4HbIM CMOCO6OM,
6e3 3aTupaHms. O4ncTka cB060LHOro NPOCTPAHCTBA MOMOraeT MOJIHOCTbIO N36aBUTHCS OT BCAKUX
CNefoB yAaNeHHbIX HEKora (ainios 6e3 HeobX0ANMMOCTM BO3UTLCS C HAMI NMOOANHOYKE.

1. OTKpoiTe «MPOBOAHUK» U LLIENIKHUTE NPABOI KHOMKOW MbILWW MO HY)XHOMY ANCKY. MosBUTCA
KOHTEKCTHOE MEHIO.

@ Eraser - Erase B anka  baiina
BraroumnTe BitLocker % FErase Unused Space
anka c panina
MNpepocTaeWTs gOCTYN K by Secure Move

R — ..8MKa € harnamm

OTKDblTb KakK NepeHocHoe }"{.'I'pﬂlﬁ CTBO

Bbibepute «Erase Unused Space». (BHMMaHue: Bbibop «Erase» 03HavyaeT Bally rOTOBHOCTb
«3a4YUCTUTb» HOCUTESb AaHHBIX LLEe/IMKOM, CO BCeMu (haiamu; ByabTe akkypaTHee).

2. Kak 1 npu yaaneHun oTaensHoro daina, Eraser 3anpocuT NoaTBEpPXXAEHME.



3apayuv no pacnuCaHuio

Kak y>xe roBopuioch, B Eraser ynaneHve faHHbIX MOXXHO HacTpanBaTb B BUAE 3aAav.

1. 3anycTtuTe Eraser n3 meHio «lyck». OTKpoeTcs 0CHOBHOE OKHO «Erase schedule», cnncok 3agad.
lMoKa TyT HMYero Her.

fi\ ERASER

.ErEEE'Schadule v "Egttmgs.

Erase Schedule

Task Name

2. LLlenkHMTe BHYTPW OKHa NPaBOi KHOMKOM Mblwi. MOSBUTCA MaNeHbKOe KOHTEKCTHOE MEHIO C
eMHCTBEHHbLIM MyHKTOM «New Task». BbibepuTe ero.

3. Tenepb Bbl MOXETE CO34aTb HOBYIO 3alady.



Task Schedule

Task name (optional): YaanuTe AoNOAHUTENBHBIE aiinbi

Task Type: () Run manually
() Run immediately
(_) Run on restart
© Recurring

Data to erase:

Data Set Erasure Method

C\Users\dedmoroz..\lNpoekr_2025 Pseudorando...

| Add Data
oK Cancel

Bo Bknagke «Task» MOXHO:

e NpMAyMaTb Ha3BaHMeE 3a4a4u;

* yKa3aTb, Kak ee 3anyckaTb: Run manually — Bpy4Hyto, Run immediately — 3anycTuTb cpasy
nocne cosfaHus, Run on restart — nocne nepesarpysku KomnetoTepa, Recurring —
nepuoanyecku;

¢ 1o kHonke «Add Data» M0OXXHO BblbpaTb, 4TO UMEHHO YaansaTk: File — oTaenbHbI hann, Files in
Folder — nanky c¢ ¢annamun, Recycle Bin — o4yncTka kKop3uHbl, Unused disk space — csobogHoe
NPOCTPAHCTBO Ha ANCKe, Secure move — yaaneHne ¢ KonuposaHuem, Drive/Partition — Becb
HOCUTEeNb WK pa3fes Ha AUCKe.

Bo Bknagke «Schedule» (npu ycnouu, 4To Bbl Bbibpanu nepnogmnyeckoe yaaneHume, Recurring)
MOXXHO OMpPefennTb, C KAKOW NEPUOANYHOCTbIO BbINMOHATL YAaeHune.



Task Properties x|

Task Schedule

Run this task at: |18:00 s

Recurrence Pattern

O Daily

E".'EF_',' 1 :

Every weekday

© Weekly

Every |1 5 week(s), on the following days:

[ IMonday [ JTuesday [ ]Wednesday
() Thursday @ Friday [ Saturday
(] Sunday
O Monthly
; 1 =] ofevery I =

B Halwem npumepe copaepXxmMMmoe 3aflaHHoON nanky byaeT aBToMaTu4eckmn yaanatbca B 18:00 kaxayto
NATHULY.

Korpga BCE roTtoBo, HaXXMuTe KHomnky «OK». Tak BbIrNSaANT OKHO Eraser ¢ 3agayent:



.Erﬂ5e'5-:hedu|e 14 "Enettmm ? Help |~

Erase Schedule

Task Name Next Run Status
Recurring tasks

¥aanuTe gononHuTENbHBIE DAk 28 mapra 2025 r. 18:00

HacTpouku Eraser

HacTpoiku Eraser 4OCTYMHbI B FIaBHOM OKHE NPOrpaMMbl, MYyHKT MeHto «Settings».

/‘f.‘\ ERASER

.Erase'S-:ﬂedule > i'ﬂettmgs ? Help |~

Settlngs Save Settings

Shell integration
User interface language: Englsh

B Integrate Eraser into Windows Explorer

Erase settings

Default file erasure method: Pseudorandom Data (1 pass)
Default drive erasure method: Pseudorandom Data (1 pass)
Randomness data source: RNGCryptoServiceProvider

B Force locked files to be unlocked for erasure
[) Replace erased files with the following files to allow plausible deniability ~ Add File... Add Folder... Remove



Cnocob yganeHunsa gaHHbIX MOXXHO YKa3aTb OTAENbHO A5 (pansioB 1 AN AUCKOB. PeKOMeHAyeMblIn
BapuaHT — «Pseudorandom Data (1 pass)», 4TO 03Ha4aeT OQHOKPaATHYIO nepe3annch Ballmx ¢anios
ncesaoc/y4anHbIMN faHHbIMU. 1 COBPEMEHHbIX XeCTKUX AUCKOB 3TOr0 A0CTaTo4HO. ECTb
BapWaHTHI.

BnevaTnsowmin CNnCcok CTaHAAPTOB CUI0BbIX MUHUCTEPCTB M Creucny>Xb pasHbix CTpaH BMI0Tb 40
apxan4yHoro n ybmncTeeHHo meaneHHoro (35 npoxonos) metona Metepa NyTTmaHa. Ha camom gene,
B HaCTosLLee BpeMs BNOJIHE AOCTAaTOYHO OAHOKPATHOrO npoxoaa. OCTasbHOE B CMIMCKE OTPaXkaeT,
CKOpee, UCTOPMIO Pa3BMUTUSA MbICIIN N TEXHOJIOTUK, @ HE NPaKTUYECKNE anbTepPHATUBDI.



